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BBEJEHUE 


OHoii 13 HanOosee pactipocTpaHeHHbIX TeXHOJIOIHM AIA aHasIH3a CyLeCTBYIOWIMX CHCTeM KOMMYHHKaluit 
JMId MOHHTOPHHTa OKpy>xKalouleli cpebl ABIIAIOTCA OectIpoBOyHbIe ceHcopHbie ceTu (Wireless Sensor 
Networks, WSN), KoTopble HcroOub3yIOTCA [Id COOpa TaHHbIX O TlapaMeTpax OKpyxKalollei cpeybl, TaKUX 
Kak TeMIIepaTypa, BlaxKHOCTb, YPOBCHb 3arpa3HCHHA BO3TYyxa HM T.. CeHCOpHEIe y3JIbl, pa3Mell[eHHble Ha 
oObeKTaX MOHHTOPHHTa, COOuparOT HH(OpMaLMto U MepesaroT ee B WCHTPaIbHy!O CTAaHIHIO Aa OOpaooTKU 
W aHasIv3a JJaHHBIX. 


OyHako, B 3ABMCHMOCTH OT CHTyal[Hv, MOryT ObITS BbIOpaHb! pa3IM4HbIe TEXHOJIOIMM CBA3H JIA pelwleHHA 
3aqa4u MOHHTOPHHTa OKpy2KarolleH cpeybl. Hampumep, id MOHHTOpHHra KayecTBa BO3yxa MOryT 
HCHOUIb3OBATBCA JATUMKU, KOTOPbIe MepesatoT WaHHbIe 10 OecipoBogzHON cBa3H, Tako Kak Wi-Fi un 
Bluetooth. J[ua MoHuTOpHHTa W3MeHeHHi KIMMaTa MOTyT UHCHOUb30BaTbCA TNOOAIbHbIe CHCTeMBI 
CHYTHUKOBOHM CBA3H, Takue KaK GPS usm TJLOHACC. 


Take, [Id MOHHTOpHHTa OKpyKarollleH cpebl MO#KeT ObITb HCIIOIb30BAHO HECKOIIbKO pa3sIM4HbIxX 
TCXHOJIOPMM CBA3M Jia COopa WaHHbIX, HCXOUA U3 3aqa4dH WU TpeOoBaHHii K TOUHOCTH HM CKOpOocTH Tepezaun 
JJAHHBIX. 
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AHAJIN3 CYHMIECTBYIOWIMNX CHCTEM 


Hexotopble Apyrve TexXHOJIOrMH CBA3H, KOTOPbIe MOTYT HCIOJIb3OBaTbCA JIA MOHHTOPHHTa OKpy2kKarollen 
CpebI, BKJIEOUAIOT: 


1. Cera LPWAN (Low Power Wide Area Network) - 9To TexHonormu OeclpoBOaHOM CBaA3H, KOTOpBIe 
TO3BOJMIOT TepeaBaTb aHHble Ha OOWbUIMe paccTOAHHA C HH3KMM 9HepromorTpedbseHHeM H HH3KHMH 
3aTpaTaMu Ha OOopy0BaHHe. 


2. Cuctembt MOOWIBHOM CcBA3H — 9TO OOBIHHAA COTOBAA CBA3b KOTOPad HCIIOJb3yeTCA B KOHTpOsIepax, 
MOOMJIBHOM CHM-KapTa CHOcoOcTBYeT JIA Tepeqa4 JaHHbIxX OT OOOpyAOBaHHe oO Oa3bl WaHHbIX, TakMe Kak 
3G, 4G u 5G MoryT MCHOub30BaTbCA WIA Mepeqaq OobUIHX OOBEMOB JaHHBIX O Ka4eCTBe BO3LyxXa, YPOBHEe 
UIlyMa HW Apyrux Wapametpax OKpy2Karolleit cpeBl. 


3. becrpoBpoyHble ceTu ceHcopos (Wireless Sensor Networks, WSN) - 9To ceTu, cocToslMe 13 MHO*KeCTBA 
OecHpOBOAHBIX JaTYMKOB, KOTOPble MOryT coOupaTb WaHHble MW MepesaBaTb MX Ha Oa30ByrO CTaHIMIO WIM 
IeHTp yipaBleHua. ITO MOxeT ObITh 9:deKTHBHBIM CIOCOOOM MOHHTOPHHTa OKpyxKarlolllel cpexbI B 
peasIbHOM BpeMeHH. 


4. Unrepuet semeti (loT) - 9To ceTb ycTpoiictB, KoTOpble MOryT coOupaTb HM OOMeHHBATBCA JaHHbIMU 
Mexyy coOol HM Cc IeHTpasIbHbIM cepBepoM. Muornue IoT-yctpoiicrBa MoryT ObITb MCIMOb30BaHbI [IA 
MOHHTOPHHTa OKpyKarollei cpesbI, HallpuMep, Wid cOopa WaHHBIX O TeMIIepaType, BIaxKHOCTH, ypoBHe 
OCBeLIeCHHOCTH, ypoBHe IyMa HM pyrux Mapametpax. 


5. CIYTHHKOBad CBA3b - JIA MOHHTOPHHTa OKpy2xKatolleH CpeZbI Ha OObWINX TeppHTOpHAX, HalipuMep, WA 
HaOrO TeHuA 3a JICCHBIMU NOKapaMu, H3MCHCHHAMNM KJIMMaTa WIM KAYeCTBOM BOJIbI B OTTaJICHHbIX palionax, 
MO2#KCT HUCIOJIb3OBaTbCA CITYTHHKOBAA CBA3b. OTO MO3BOuAeT MOyuaTb WaHHble B POXKUME peasIBHOTO 
BPeMeHH U3 OOO TOUKH Ha 3emue. 


6. KaOesbHble ceTH - HeKOTOPbIe CHCTeMbI MOHHTOPHHTa OKpyxKarollei CpebI MOryT HMCIOIb30BaTb 
KaOeIbBHYIO CBA3b, YTOObI MepeqaBaTb JaHHbIe Ha OOIbIIMe paccTOAHHA C BBICOKOM CKOpOCTbIO HU 
HajlexHocTbro. Hampumep, 9TO MO%KeT UCIONb30BaTBCA JIA MepeqayH JJaHHbIX O COCTOAHMM amo u 
TH pOTeXHHM4eCKHX COOpyxKeHHi. 


7. WntepHet-tenedouua - Takve TexHosoruu, Kak Skype umm Zoom, MoryT ObITb MCMONb30BAaHbI WIA 
yWasleHHOrO MOHUTOPHHTa OKpyxKalolleli cpeXbI. ITO MOxeT ObITh MOe3HbIM JJId MOHMTOPHHTa ycuIOBHi 
Ha MeCTaX B PeaJIbHOM BPeMeHH, OCOOeHHO B CIIy4aAX, KOra HEBO3MO2%KHO HAaXOJMTbCA Ha MeCTe. 


Bce 9TH TeXHOJIOTHH HMeIOT CBO IIpeHMyllecTBa HM HeOCTAaTKM B 3aBHCHMOCTH OT 3aa4yH MOHHTOpHHTa 
okpyxKarollei cpeqbl MH ocoOeHHOcTei MecTHOcTH. BbiOop KOHKpeTHOM TeXHOJIOTMM CBA3H 3aBHCHT OT 
MHOrux (akTOpOB, TaKHX KaK TpeOoBaHHA K CKOPOCTH HM TOYHOCTH TepeyayH aHHbIX, JOCTYMHOCTb 
HHpactpykTypbl, Oroy~KeT U Apyrue daxtopsi. ostomy AW1a KaxK TOTO KOHKPeTHOTO CJIy4yad MO*KeT OBITS 
BbIOpaHa ONTHMasIbHad TEXHOJIOIMA CBA3H. 


LoRaWAN, Zigbee, Wi-Fi u GSM - 9To pa3mmuHbie TeXHOOrHH OeclpoBOTHONW CBA3H C pa3JIM4HbIMH 
XapakTepHCTHKaMH H TIpHMeHeHHAMH. 


LoRaWAN - 9TO MpoToKo OecnpoBogxHOH cBa3H, HCHomb3yrouMi TexHonoruio LoRa, koropsiii 
IipeqHa3HaueH Jit CoeqMHeHHA ycTpolicTB B "MHTepHeT Bemjei" (loT) c Hu3KHM 3HepromoTpebsIeHHeM 
OObINION TasIbHOCTIO Mepeqauu WaHHEIX. TexHonorus LoRaWAN o6becrieunBaeT BbICOK YO IIPOHHKAarOLLyto 
CIOCOOHOCTb, YTO MO3BOJIACT YCTPOMCTBaM TepeaBaTb WaHHbie Ha OObIIMe paccTOAHHA, H MOKeT OBITS 
HCHOUIb30BaHa [Id MOHHTOPHHTa UM yiipaBIeHHA yCTpOMcTBaMH Ha OOJIbINMX PacCTOAHHAX, TAKHX Kak 
JaTYKH MW KOHTpOMeps[ 1 ]. 


Zigbee - 9TO Apyraa TexHoorua OecripoBOAHOH cBa3M Wiad yctpoiictB loT, koTopad OOBI4HO HCHONb3yeTCA 
JIA yupaBIeHHA HEOOLIMMH YCTpOolicTBaMH, TaKHMM KaK JJaTUMKM TeMIlepaTypbl, CHCTeMbI OCBeLIeCHHA UH 
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yMHble 3aMKH. TexHosorua Zigbee oOecreauBaeT Ooslee ObIcTpyio Hepeyayy WaHHErx, wem LoRaWAN, u 
MOXeT OBIT HCIOL30BaHA JIA YIpaBIICHHA HECKOJIBKUMH YCTpOlicTBaMH B OHO ceTu[2]. 


Wi-Fi - 9To TexHosorMa OecipoBoqHON sIoKambHO ceTH (WLAN), KoTopad Mo3BOIdeT ycTpolicTBaM 
moyKrouaTEca K Mntepuery 4epe3 OeciipoBoyqHoe coeqHHeHHe B HeOOMbUIOM OOMAaCTH, TaKOM Kak JOM WIM 
oduc. Texnosorua Wi-Fi oGecneunBaeT BBbICOKYIO CKOpOCTb TepeyayH aHHbIX HM MOxKeT OBITS 
HCHONIb3OBaHAa JIA MOTOKOBOM Mepeqauu BUeO, HIp HU Apyrux MpHoOxKeHH, KOTOpbIe TpeOyloT BbICOKOM 
CKOPOCTH Mepeqauu WaHHBIX[3]. 


GSM - 9To cTaHyapT WHdpoBol coTOBOM CBA3H, HCHOUb3yeMbIM WWIa Mepeqawu rowoca WH WaHHbIx Ha 
MOOMJIBHbIe YCTpOcTBa, TakHe Kak CMapTQOHbI UM WiaHwerb. TexHonoru1 GSM MoxeT HCiosub30BaTbCA 
JIA CBA3H Ha OOJbINMX PpaccCTOAHUAX, H MOXKeT ObITb HCHONb30BaHA JIA Mepeqaun rosoca, coobmeHuii u 
JaHHBIX Me?%K]Y MOOWJIBHBIMH YCTpOMCTBaMH. 


J[i1a kako U3 TexXHOSOrMH OecrpoBOTHON CBA3H MO%KET CYyII[eCTBCHHO BapbHpOBaTbCA B 3ABHCHMOCTH OT 
MHOrHX (akTOpOB, TaKHX KaK MOIJHOCTb TepeqaTunka, uacToTa, OKpyKarolllad cpefla, HamMune 
TIpenaATCTBHM, THM AHTeHHBI UH Apyrue. 


B o6ujem, LoRaWAN ucrosp3yroTca Id KOMMYHHKallwn Ha OosIee KOPOTKHX paccCTOAHMAX, TaKHX Kak 
HECKOJIBKO JECATKOB J[O HECKOJIBKHX COTCH METPOB, HO IPH OMpeyeIeHHbIX YCIOBHAX HX WaJIbHOCTbh MO%KeT 
JJOCTHIaTb HECKOJIBKHX KHJIOMCTPOB. 


TaOsmuya 1. peumymjectsa u Hegoctarku LORaWAN 


Heyocrarku 
Hu3kaa CKOpocTb Nepeqauu JaHHbIxX(HO B 
yjaTunkax yCTpavBaemas) 
TlocraBuyuk OHH 
OrcyTcTByeT poyMHHr 


IIpeumyuyectBa 
OrkpbITbIi craHyapt 


bowpbiad WasibHOCTb 
Bricokas MpoHMKarorllad CIIOCOOHOCTE 
Hu3kaa 9Heprua noTpeOseHna (10 jer) 
AjlalituBHaa CKOpocThb Mepeya4u JaHHbIx 
Be3o0macHoctb, BCTpoeHHad UAeHTHUKALMA 
MW ayTeHTupuKkanna 


Wi-Fi orpaHv4yeH Mala30HOM paccToAHHii B WpeyesiaxX HeCKOJIBKUX COTCH METPOB PBbITBIX MOMeIeCHH u 
H€CKOJIBKHX KHJIOMeETPOB Ha OTKPbITOM MeCTHOCTH, HO 9TO MOXKET 3aBHCeTh OT MOM[HOCTH TlepewaTunka U 
HaJIM4HA penlaATCTBHM. 


Wi-Fi TexHOJIOrHA MO%KHO HCTONb3OBaTb JIA paOOTbI C WaTanKaMH B 3aBHCHMOCTH OT TpeOoBaHHit u 
orpaHwuenuit cuctembl. B HeKoTopBIx ciryyadx, Wi-Fi MoxeT ObITh 9¢:deKTHBHEIM BbIOOPOM JIA CBA3H C 
WaTaukaMu, OcoOeHHO ecu TpeOyeTca Mepezaua OobWOro OObeMa AaHHbIX Ha OObIIOe paccToOAHHe. 
OyHako, ec WaTaMKM HaxosATCA B OONACTAX C MIOXHM HOKpbiTHemM Wi-Fi uM TpeOyeTca BbICOKaA 
CTeMeHb HaexKHOCTH MW Oe30MacHOCTH, MO%*KeT OBIT MOA yrpo30i. Take HYyxKHO OTMeTHTb, 4TO Wi-Fi 
TeXHONOrMA TMoTpeOmaeT OombuIe BHeEprHv, 4YeM ApyruMe TeXHOJIOrMHH CBA3H, YTO MOxeT ObITB 
TIpoOeMaTH4HO JIA paOoTbI WaTHHKOB C OFpaHH4eHHbIM HCTOUHHKOM TIMTaHHA B pe3yJIbTaTe MO%KHO 
3a0bITb IIpO ABTOHOMHOCTB. 


TaOsmua 2. peumyuyectBa u HegxoctaTKH Wi-Fi 


IIpeumyurectBa HeyoctaTkKu 
PacmpocrpaHeHa B MUpe Vantepdepentua 4 1oMexu 
[T'apaHTupoBaHHad COBMeCTHMOCTh Be3omacHOcTb 


Bbicokad CKOpOcTb Mepesaun JAHHBIX 
Bsicokad HayexKHOCTb 


Heppicokad MpoHuKarollad CHOCOOHOCTB 
Bricokasd 9Heprua CMKOCTB 


/(uana30H WM OrpaHH4eHHA 
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GSM, kak IpaBHsI0, MO3BOJIAeT YCTPOMCTBAM CBA3bIBATbCA Ha 3HAYHTCIIbHO OOJIBINMX PaCCTOAHMAX - TO 
HeCKOJIBKHX JI€CATKOB KHJIOMeTpOB, HO TaBHOe Id OOecte4YeHHA CBaA3H HeOOXOAMMO HasMuHe 
TOAXOAANeH MAPpacTpyKTypbI COTOBOH CBA3H. 


C pa3BHTHeM HHTepHetTa B MOOMJIbHBIX ceTAx GSM TakxKe CTaIM MCHONb30BaTbCA JIA Mepeqayn WaHHBIx, 
BKIHOUad JaHHble OT WaTaMKoB. TexHomorua GSM MoxkeT HCHOUb30BaTbCA DJId Mepeqadu aHHbIxX OT 
WaTYMKOB, OHAKO OHA He ABJIACTCA CAMO ONTHMAIbHOM TIA ITOM 3aqauH. OHa MMeeT OrpaHHyeHHsA B 
CKOpOcTH Tepeyqaun JJaHHbIX H MO%*KeT He OOecTeduBaTbh WOCTaTOUHON MpomycKHOM ciocoOHOcTH AIA 
Tlepeqaun OobUWOrO OObeMa aHHbIX OT ATUMKOB. 


TaOsmua 3. [IpeumymiectBa uv Hexoctatku GSM 


IIpeumyurectBa HeyoctaTKu 
(PyHKIMOHNpoOBaHne Ha CyllecTByrolllei JIMMeCH3UpyeMBle YacTOTsI 
UH(pactpyKType COTOBBIX OMepaTOpoB 

IWWMpOKoe paciipoctpaHeHue B MUpe BbICOKHe Tapusl 


BbICOKadA CKOPOCThb Tepeqadu TaHHBIX 
TOA Wep2xKKa JIMGHbIX UW OOMIECTBCHHBIX ceTeli 
BbICOKad KOMIUJICKCHad Oe30MaCHOCTb 


POyMHHT 


Zigbee - sTo OecipoBOAHOM MpOTOKOI CBA3H, KOTOPbIM HCIOMb3yeTCA JIA MOCTPOeHHA HeOOMbUINX ceTei 
yCTpoicTB C HH3KHM 9HeEpronmorTpedJIeHHeM, TaKHX KaK YMHbIe JOMA€, 3/{aHHA, IIPOMBIMWICHHbIe yYCTaHOBKH Hi 
T.4. OH ocHOBaH Ha craHyapte IEEE 802.15.4 u paspaOotaH ayia OOecneueHHA HayexKHONM CBA3H MerK LY 
YCTpolicTBaMH, MOTpeOAIOWIMMH MaJIO 9HEprHu UM padoTaIONIMMH B pexKHMe O*KUNAAaHHA OOMUTYIO 4aCTb 
BpeMeHH. 


ZigBee oOecteunBaeT HalexKHy!O OecIIpoOBOHy!O CBA3b Ha HH3KOM 93HepronmoTpebsIeHHH, ATO MO3BOIAeT 
yaTaukamM paOotaTb Ha Oatapeiikax B TedeHHe JVIMTeIbHOrO BpemMeHu. Takxe ZigBee umeeT (byHKUMH 
MaplUpyTH3alH, 4TO MO3BOJIAeT TepeqaBaTb JaHHbIe Yepe3 HECKOJIbKO YCTPOMCTB, 4TO WellaeT ero 
YHOOHBIM JIA OpraHu3altMu MaciiTaOupyeMbIx ceTeii. OWHakO JJId MOHMTOPHHTa OKpykKalolllei cpesbI 
HYKHO J{Malla30H MOKPbITHA CeTH HEJOCTATOYHO Tak KaK, MOHHTOPHHT OyeT OCyMecTBIIAeTCA B paynyce oO 
1KM, 1aHHasd TeXHOJIOIMA OMTHMAIIbHO JI MOHHTOPHHTa MOMeIIeCHHH, 30aHHi WMara30H padots 100m. 


TaOsmua 4. [peumyuiectsa u Hegoctatku ZigBee 


IIpeumyuyectBa HeyoctaTku 
ClOcoOHOCTb K CaMoopraHH3alHH U HeBbICOKad CKOPOCTb 
CAMOBOCCTAHOBJICHHIO 
IIPOCTOTAa pa3BepTbIBAaHHA OobIWIad YacTh Tpauka TpaTuTca Ha 


Tlepeqauy WakeTos, COjep»KallJHx apecHyro 
HHopMalHt1o, HHopMal{uto T10 


CHHXpOHH3alnu 
BbICOKad MOMeXOYCTOMYMBOCTh HeBbICOKad MIPOHMKarolllad CIOCOOHOCTh B 
TOpOACKOH 3acTpoKe 
BbICOKad Oe30TaCHOCTb HeJJOCTATOUHO BbICOKHM YpOBeHb 


CTaHapTH3al[uu MW OTCYTCTBHe eMHOU 
IIporpaMMHO-alinapaTHOH mIaTPOpMBI 


HeJIMLeCH3HpyeMBbIe YacTOTHI 
HU3KOe 9HepronoTpedseHHe eCTb perxKUM 
“cHa” JIA YCTPOHCTB 
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Kaxkyaa 43 TexHouOrMi OecipoBoqHou cBa3u (LoRaWAN, Zigbee, Wi-Fi, GSM), MoxeT uciosb30BaTbCA 
UIA paOOTH! C TaTUMKaMH, B 3ABHCHMOCTH OT KOHKPeTHBIX TpeOoBaHHi. 


TaOsmua 4. CpapHenua TexHOuOrHi 


TexHosorma | Crangapt | Uacrotusmi | Cxopoctp | JjaibHoct Dueprusa Tonosorna 
yMama30H | Tepeqauu | pelicrBua | noTpeOmenua 
JIAHHBIX 
Wi-Fi TEEE 2.4/5/60 Oomee 300 | go 100m 250MA Ha 3Be3qa 
802.11 ITU Mout/c KaHaJl 
ZigBee IEEE 91SMIL/2.4 250 100 mM 50MA Ayenctasa 
802.15.4 Tu KOnT/c CeTb 
LoraWAN | LoraWAN | menee 1 IT 0.3/50 5-10kM 45MA 3Be3qa 
KOnt/c ropoge 45 
KB 
BHe ropojja 
LTE LIE Bce corosbie | Jo 300 3-20 450MA 3Be32a 
yMarla30HbI Mont/c | 3aBHcHT OT 
qacTOTBI 
3AKJIFOWEHHE 


TakuM 00pa30M, B pe3yJIbTaTe aHasIv3a CYIIeCCTBYIOIUMX CHCTeM 4 TIPE K BbIBOY, YTO HCMOb30BaHve 
TexHonoruu LoRaWAN 1d MOHHTOPHHTa OKpyxKalollei cpeAbI ABIIAeTCA 9*~(CKTHBHbIM HM 9KOHOMH4ECKH 
BBITOJHbIM pelleHueM. Ilepeqaun aHHBIX OCYLIeCcTBIAeTCA Ha OOJIbMIMe paccTOAHHaA C HH3KHM 
9HepronoTpeOseHHeM, 4TO AeaeT ero JIY4WMM JIA UCHONb30BAHHA B CHCTeMaX MOHMTOPHHTa 
OKpyKarolleH cpesbl. ITO TEXHOMOFHA MOXKET UCTIOML3OBATLCA DJIA COOpa WaHHbIX O KayeCTBe BO3yxa, 
yYpOBHAX LlyMa, TeMIlepaType, BJIaxKHOCTH, Ka4ueCTBa BOI H Apyrux MapaMeTpax OKpy2Karolle cpezpl. 
Texuonorus LoRaWAN Tak>Ke MMeeT BbICOKYIO IIPOHMKAarOlly!0 CIOCOOHOCTE, 3TO O3HAYaeT, UTO CHTHAIIbI 
MOTYT IIPOXOJHTb CKBO3b CTeHbI H Apyrve pelaTcTBud, OOecrieunBad OecriepeOoMHy!oO CBA3b M@XKTYy 
WaTaMuKaMu WU yCTpolicTBamu cOopa AaHHbIx. Kpome toro, LORaWAN umeeT HH3KYIO CTOMMOCTE H TIpPOcT B 
MCIOJIb30BaHHH, YTO euaeT ero NOCTYMHbIM JIA WIMpOKOro Moub30BaTeeN. 


A ZigBee xopomio MoxXOAMT [Id COeMMHEHUA MaJIOMOLIHBIX yCTpOMCTB, TaKMX Kak JaTYMKU HU YCTpOlcTBa 
ynpaBIeHHa B OMe. ITa TeEXHOJIOTMA MOXKET MCIOJMb3OBATbCA JIA YMHOTO OMa, CHCTeM Oe30IacHOCTH HU 
aBTOMATH3allHH IIpOH3BOACTBa TaK KaK JMata30H ToKpbITHe WO 100M. GSM u WiFi sy4ute Bcero MOAXOAAT 
UIA Tlepeqauu JaHHbIX Ha KOPOTKHe paccTOsHMA UM OOeCIICYHBaIOT BbICOKYIO CKOPOCTb Mepeqayn aHHBbIX. 
OHH MOryT HCHOUb30BaTbCA WIA WOcTyna B MHTepHert, BUAeoHaOIOeHHA M YMHOFO OMA. 
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